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IN THE CLAIMS 

Claims 1 - 6. (Withdrawn) 

7. (Currently Amended) A method of securely receiving content data on a user's system 
from a web broadcast infrastructure with a plurality of channels, the method comprising 
the steps of: 

receiving promotiona l motadata encrypted content data from a first w e b 
broadcast channel , wherein the encrypted content data is encrypted with a first 
encrypting key having a corresponding first decrypting ke y the promotiona l metadata 
ro l otod to oncryptod cont e nt data; 



for r e v i ew by a usor; 

soloct i ng by a user, oncryptod contont data to bo rocoivod re l ated to tho 



executing an emulator to enable a single player application of the encrypted 
content data to receive content data over the broadcast channel as if the single player 
application is receiving the encrypted content data from a telecommunication 
infrastructure, thereby enabling the single player application to perform the following 
steps regardless from where the encrypted content has been received: 

r e trieving tho oncryptod contont data from a user's system v i a a s e cond 
channel, tho oncryptod oontont data oolootod from tho promot i onal metadata, 
and whoroin tho oncrypt e d cont e nt d a ta has b ee n pr e vious l y e ncrypted using a 
first encrypting koy, whoroin tho f i rst encrypting k e y i s a symmetric key w i th a 
corresponding first docrypting koy, whoroin tho second channel is s elect e d from 
tho group consist i ng of a t el ecommu nic ation s n e twork, a broadca s t transmiss i on, 
and a computer removabl e storag e m e dium; 
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r e c e iving th e first d e crypt i ng k e y vi a a comput e r readabl e med i um, th e 
first d e crypting koy for doorypt i ng at le ast som e of th e e ncrypt e d cont e nt data 
r e c e iv e d via t he sec on d w e b bro a dcast - chann e l, whoro i n the first decrypting key 
has b oon on cryptod with a second e ncrypt i ng koy of a trust e d third party; 

transferring to a trusted third party an the encrypted first decrypting key, 
which has been encrypted with athe second encrypting key of the trusted third 
part y , to th e trust e d third party ; 

receiving the encrypted first decrypting key, which has been decrypted by 
the trusted third party and re-encrypted with a user's system key; and 

decrypting, on th e user's o yst o m in a tamper resistant environment of the 
single player application , the encrypted first decrypting key with the user's 
system key. 

8. (Currently Amended) The method as defined in claim 7, whoroin tho stop of 
a sse mb li ng at l e ast part of th e promotional data inc l ud e s a ss e mbl i ng at - le ast - part of the 
promotiona l data i nto a format readab le by a w e b browser and whoroin tho stop of 
coloct i ng i n c l u dos -e e l oct i ng - with ^ a - wob browso r further comprising receiving the 
encrypted first decrypting key over a computer readable medium which is different than 
the web broadcast channel . 

9. (Currently Amended) The method as defined in claim 7, wherein the step of 
s e l e ctino receivino includes s e l e cting promotional mat e ria l that has be e n previous l y 
rocoivod and storod storino on the user's system the encrypted content data for later 
decrypting by the player application . 

10. (Currently Amended) The method as defined in claim 9, wherein the step of 
s ele ct i ng receiving the encrypted content data further comprises the sub-steps of: 
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determining a schedule for next web-broadcast of the encrypted content data 
selected; 

setting a trigger to trigger the user's system to receive the next wek- broadcast 
on th e s econd chan n el - of the encrypted content data selected . 

1 1 . (Currently Amended) The method as defined in claim 10, further comprising: 

receiving promotional metadata related to the encrypted content data over the 
broadcast channel; 

selecting by a user, encrypted content data to be received related to the 
promotional offering metadata; 

wherein the step of rotriovin g receiving encrypted content data includes receiving 
encrypted content data from a second broadcast channel , i nc l ud e s r e c ei vlng - th e 
onoryptod contont data selected from the promotional metadata on a-we bthe second 
broadcast channel and a time provided by the trigger. 

12. (Currently Amended) The method as defined in claim 71JL wherein the step of 
otr i oving receiving encrypted content data from a second channel includes receiving 
data in a format compatible with DirecPC™. 

13. (Currently Amended) The method as defined claim 711. wherein the step of 
receiving data from a second channel includes the sub-step of; 

authorizing over a back channel that the user's system is authorized to receive 
the encrypted content data selected; and wherein the step of receiving the encrypted 
first decrypting key includes receiving the encrypted f irst decrypting key only if the 
user's system is authorized by the trusted third party to receive the encrypted content 
data selected. 
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14. (Currently Amended) The method as defined claim ?11. wherein the step of 
receiving encrypted content data from a second channel further includes the sub-step 
of: 

N o tifv i ng presenting to the user^ the next time the user starts the user's system^ a 
status if the current encrypted content data selected from the promotional metadata has 
been received on the user's system. 

15. (Previously Presented) The method as defined in claim 7, wherein the step of 
receiving the encrypted content data, includes receiving the encrypted content data 
along with a network address of the trusted third party. 

16. (Currently Amended) The method as defined in claim 15, whoroin tho ctop of 7 
further comprising receiving the encrypted f irst decrypting key i nc l udes rece i v i ng the 
first d e crypt in g - k ey over a broadcast stream. 

17. (Currently Amended) The method defined in claim 45 7, wherein the n e tw o rk 
address of tho trusted third party is an address of a c l earinghouse tamper resistant 
environment forms reencrypted content data by reencrypting the content data with a 
locally generated di gita l conto f^laver application encrypting key, wherein the locally 
generated player application key requires less processing utilization than the first 
decrypting key to provide real-time decryption of the content data . 

18. (Currently Amended) The method defined in claim 15, wherein the first decrypting 
key has a timeout provision for decrypting the content data. 

Claims 19-20. (Withdrawn) 
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21 . (Currently Amended) A user's system for securely receiving data from a web 
broadcast infrastructure with a plurality of channels, comprising: 

a receiver for receiving promotional metadata from a first w eb-broadcast 
channel, the promotional metadata related to data available for reception; 

an i nt e rf a c e to an output dev i ce for pr e s e nt i ng at l e ast part of th e promotiona l 

m e tadata for r e vi e w by a usor; 

an i ntorfac e to an input dovico for rece i v i ng o o o lo otion by a uoor of tho data to 

bo roGQ i v e d r e lat e d to the promotional - metadata; 

a controller for controlling the receiver to receive encrypted content data from 
the a sooond wob broadcast channel, the encrypted content d ata selected from the 
promotional metadata, and wherein the encrypted content data has been previously 
encrypted using a first encrypting ke y, whoro i n tho first encrypt i ng koy i s a symmotrio 
k e y wit h havmq a corresponding first decrypting key >whQroin tho second channe l i s 
sele ct e d from th e group cons i sting of a telecommunications network, a broadcast 
transmiss i on, and a computer romovablo storago modium; and 

an i nt e rfac e for r e c e iv i ng tho fir s t d e crypt i ng key via a computer roadab l o 

modium, the first decrypting key for d e crypting at l oast somo of tho data roooivod via 
tho socond wob broadcast ohonnol , wherein the first decrypting key has been encrypted 
with a second encrypting key of a trusted third party; 

a single plaver application for rendering the encrypted content data; 

an emulator to enable the single player application of the encrypted content data 
to receive content data over the broadcast channel as if the single plaver application is 
receiving the encrypted content data from a telecommunication infrastructure, thereby 
enabling the single plaver application to perform the following steps regardless from 
where the encrypted content has been received: 

transferring to the trusted third party t he encrypted first decrypting key, 

which has been encrypted with the second encrypting ke y to tho trustod th i rd 

party; 
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receiving the encrypted first decrypting key, which has been decrypted by 
the trusted third party and re-encrypted with a user's system key; and 

decrypting, in a tamper resistant environment of the single player 
application, the encrypted first decrypting key with the user's system key. 

decrypting, on the user's system in a tamper resistant environment, the 
encrypted first decrypting key with the user's system key; 
wherein the tamper resistant environment forms reencrypted content data by 
reencrypting the content data with a locally generated digita l content player application 
encrypting ke y, wherein the locally generated player application key requires less 
processing utilization than the first decrypting key to provide real-time decryption of the 
content data . 

22. (Currently Amended) The user's system as defined in claim 21, wherein the output 
dovico is a wob browser and the input device is coupled to tho wob browser for 
roGoiving a s olect i on by a us e r t he encrypted content data, includes a network address 
of the trusted third party . 

23. (Currently Amended) The user's system as defined in claim 21 , wherein the 
controller further comprises: 

a schedule derived from the promotional metadata wherein the schedule is used 
to control the receiver to receive encrypted content data from a second wob the 
broadcast channel. 

24. (Currently Amended) The user's system as defined in claim 21, wherein the receiver 
is adapted to receive encrypted content data broadcasted in a format compatible with 
DirecPC™. 

Claim 25 (Withdrawn) 
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